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Al and Blockchain:
A Disruptive Integration

Thang N. Dinh, Virginia Commonwealth University

My T. Thai, University of Florida

Al and blockchain are among the most disruptive
technologies and will fundamentally reshape how we

live, work, and interact. The authors summarize existing
efforts and discuss the promising future of their integration,
seeking to answer the question: What can smart,

decentralized, and secure systems do for our society?

I and blockchain are among the key drivers

behind innovation today. Both are introduc-

ing radical shifts in every aspect of our life

and predicted to contribute trillions of US
dollars to the global economy. The future is here, with
autonomous cars and charming assistants who can
make appointments on your behalf in natural conver-
sations.! And the arrival of new content and economy
sharing platforms will mean that users will no longer
be forced to trust “unreliable middlemen” such as Face-
book, Yahoo, and Equifax. So what would happen if we
were to combine these two disruptive technologies?
After introducing each technology, we share our vision
of their combined future.
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Al, as defined by Marvin Minsky and John McCar-
thy—the fathers of the field—is any task performed by
a program or a machine that seems to require intelli-
gence. Al systems often exhibit the following behaviors
associated with human intelligence: planning, learn-
ing, reasoning, and problem solving, as well as social
intelligence and creativity. The recent resurgence in Al
is fueled by breakthroughs in machine learning, espe-
cially within the field of deep learning. It has also been
driven by the explosion in available data, making the
training of machine learning algorithms more effective.
Besides bringing many exciting advancements, such as
self-driving cars and delivery robots, Al also causes a
series of concerns, from the creation of fake news—such
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FIGURE 1. The integration of Al and blockchain: (a) blockchain for Al, and (b) Al for blockchain.

as fake and realistic photos, voice, and
adult films®—to the invasion of pri-
vacy.? There are also concerns about
the monopolization of AI power by a
few big players, such as Google, Mic-
rosoft, and Amazon, because of high
barriers to acquiring data, talent, and
computing resources.

BLOCKCHAIN’S ADVANCE

A blockchain is a public ledger, shared
and agreed on by all users in a dis-
tributed network. Data records, for
example, transactions, are stored in
blocks together with hash values and
timestamps. Every block is connected
to the previous one, creating a chain
(hence, the name). One key feature of
blockchain is immutability; that is,
it is almost impossible to modify any
information without having network
consensus.

Depending on the consensus proto-
col, thatis, how the blocks are created,
blockchain technologies are classi-
fied into two groups. In proof-of-work
(POW) blockchains such as Bitcoin*
and Ethereum, users—called min-
ers—participate in a mining process to
solve a computationally hard problem
to create a new block. The miner who
won the right to create a block earns
a block reward and collects the trans-
action fee. POW protocols are, in gen-
eral, energy-consuming. Also, they are
subjected to majority hash rate attacks
when the block reward reduces, as
seen in recent events with Bitcoin-
Gold, Verge, ZenCash, and other POW-
based cryptocurrencies.5 The new gen-
eration of protocols use proof-of-stake
(POS) blockchains, in which there is
no energy-consuming mining pro-
cess. Instead, participants’ chances

of creating a block increase with the
amount of coins—the stake—that
they have. The most notable among
this group are Nxt, Peercoin, dele-
gated EOS, bitcoin mimic Ouroboros,®
iChing,® and a recent hybrid POS+BFT
Algorand’ from MIT.

Minus the current hype surround-
ing cryptocurrencies, which distracts
from blockchain's true potential,
blockchain technologies indeed are
powering a new serverless Internet
and decentralized web future in which
“users are in control of their own data,
identity, and destiny.”® They will also
revolutionize the healthcare system
such that we will be able to track how
our data records are used and have our
own data copyrights. With the prom-
ising future, we will be given alter-
native, if not better, choices for every
platform we know today, whether it is
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Facebook, EBay, Uber, Airbnb, or even
the energy market.

THE DISRUPTIVE
INTEGRATION

On one hand, blockchain suffers from
weaknesses such as security, scalabil-
ity, and efficiency. On the other, Al has
its fair share of issues with trustwor-
thiness, explainability, and privacy.
The marriage of these two technolo-
gies seems inevitable; they could com-
plement each other to revolutionize
the next digital generation. As shown
in Figure 1, blockchain will bring trus-
tlessness, privacy, and explainabil-
ity to AI; in turn, Al can help build a
machine learning system on block-
chain for better security, scalability,
and more effective personalization
and governance.

BLOCKCHAIN FOR Al

Blockchain can power decentralized
marketplaces and coordination plat-
forms for various components of Al,
including data, algorithms, and com-
puting power. These will foster the
innovation and adoption of Al to an
unprecedented level. Blockchain will
also help AI's decisions be more trans-
parent, explainable, and trustworthy.
As all data on blockchain is publicly
available, AI is the key to providing
users with confidentiality and privacy.

Secure data sharing

One of the driving factors behind the
current Al revolution is the massive
amount of data available for research,
development, and commerce. Data is
the new gold in today’s data-driven
economy. Yet, there are high barriers
to getting access to this gold. First, it
might be difficult to obtain sufficient
data for your training models unless
you are with one of the big players,
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such as Facebook or Google. This ulti-
mately deters the competition among
Al researchers and companies that is
needed to boost Al Second, privacy is
a critical and growing concern after a
series of leaks and misuse of personal
data. Notably, the recent Facebook
scandal, in which 50 million users
were profiled and targeted without
consent by Cambridge Analytica, a
political third-party firm. This target-
ing behavior is disturbing, and was
compared to “a customized whisper
campaign: Groups both ethical and
malicious can divide Americans, whis-
pering into the ear of each and every
user, nudging them based on their
fears and encouraging them to whis-
per to others who share those fears,"9
by University of Maryland cybersecu-
rity professor Timothy Summers.
Blockchain can encourage data
sharing because it provides transpar-
ency and accountability regarding
which users’ data is accessed, when,
and by whom. As blockchain puts the
control of data back into users’ hands,
theywill have more confidence in shar-
ing data and knowing that their data
will be used properly to provide bet-
ter personalization or for other good
causes. The potential impact of this is
tremendous. For instance, doctors and
researchers could access (anonymized
and huge) medical records and cases,
substantially expediting the discovery
of cures for diseases and the develop-
ment of better treatment paradigms
and medical procedures. Patients with
rare diseases, especially, would find
new hope, as doctors could access sim-
ilar cases from all around the world.
Some part of that vision has become
reality with development efforts from
the Centers for Disease Control and
Prevention and many other block-
chain-based health companies.10

Your data, your price

Beyond sharing and controlling your
own data, blockchain technologies
could let you sell your data via smart
contracts. This enables data market-
places without middlemen, making
them more secure and private. Such
marketplaces will lower the barrier
for smaller players, leveling the play-
ing fields and thus fostering innova-
tions. Through technology such as
zero-knowledge proofs, businesses
and researchers might search for rel-
evant information without knowing
the details of the data, or the identity
of the data owners. We cannot stress
enough the huge impact of being able
to filter out and locate the data you
want while keeping users’ privacy
intact. It will possibly even ignite
another round of AI evolution. For
example, Nebula Genomics, a start-up
cofounded by Harvard University's
George Church, provides a market-
place that connects people who want
their genomes sequenced with com-
panies who want this data.!'In a sim-
ilar effort, Longenesis provides a plat-
form to share and monetize life data
such as medical record and health
data.'?

Selling your spare

computing power

Blockchain can leverage more distrib-
uted computing power for Al through
a decentralized market for computing
power, that is, blockchain-based cloud
computing. Al developers can now
make use of millions of GPUs from
gamers to prepare, model, train, and
deploy their machine learning algo-
rithms. Gamers, whose GPUs are often
utilized for a small fraction of time,
can list their computing time for bids
in the form of Al smart contracts, and
get paid.
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If you are thinking that this idea of
selling spare computing power is not
new, you are right. Grid computing—a
once very popular idea—found lim-
ited application and was not meant for
adoption by the masses. In contrast,
today’s market for AI-supported cloud
computing enjoys numerous applica-
tions, as many as Al can power. Fur-
ther, incentivization via cryptography
token payment attracts more users to
sell their computing resources.

Coordination of

untrusting devices

There is also a bright future for AI on
devices, in which untrusting devices,
for example, swarm robotics, Internet
of Thing devices, or cell phones, will
coordinate and make joint decisions.'?
In those scenarios, blockchain will
serve as a coordination platform in
which adversaries can compromise the
security only if they hold the major-
ity. Applications of this paradigm can
range from updating software for your
refrigerators to coordinating swarm
robotics in tactical missions. The dark
side of this, however, is that it can be
used to maintain commands and con-
trols for botnets and malware pro-
grams. Currently, security experts can
shut down those harmful programs at
once by locating their centralized con-
trol center. If they replaced that single
point of failure with blockchain, there
would be no easy resolution but to kill
them one by one.

Explainable Al

Despite the wide success of machine
learning in building autonomous sys-
tems that are capable of perceiving,
learning, and acting on their own,
there is reluctance to adopt these sys-
tems in practice. One reason is that
with machine learning techniques,

for example, deep learning, it is diffi-
cult to understand what exactly goes
inside the black boxes. Thus, decisions
made by those systems are unexplain-
able to human users and thus cannot be
verified or trusted. Hesitation is even
higher in the fields of medical research
and financial planning, where explain-
ability becomes crucial as wrong deci-
sions could imply loss of life or eco-
nomic disaster. It is essential that we
have an immutable trail to track the
development of the data flow and com-
plex behaviors of Al-based systems.
Blockchain can do exactly that,
tracking every turn in the data-
processing and decision-making chain.
Throughtrackingbehaviorsof Al-based
systems across different data input and

Al FOR BLOCKCHAIN

The design and operation of a block-
chain involves thousands of param-
eters and tradeoffs between security,
performance, decentralization, and
many others. Al can ease those deci-
sions, and automate and optimize
blockchain for higher performance
and better governance. Moreover, as
all data on blockchain is publicly avail-
able, Al plays a key role in providing
users confidentiality and privacy.

Security and scalability

Unless the adversary owns the major-
ity mining power, blockchainisalmost
impossible to hack. The applications
and functionalities built on top of the
blockchain platform are, unfortu-

UNLESS THE ADVERSARY OWNS THE
MAJORITY MINING POWER, BLOCKCHAIN
IS ALMOST IMPOSSIBLE TO HACK.

application scenarios, we gain more
understanding of and confidence in
the decisions made by those systems.
Even better, human users will have a
clear trail to trace back the machine
decision process, making justifica-
tion of those decisions much easier.
Furthermore, it provides insights into
tuning those black boxes to balance
performance and prediction accuracy
with the explainability of the system.
In case of unfortunate incidents, these
blockchain-based trails will be essen-
tial to determine whether humans
(and who specifically) or machines are
at fault.

nately, not as secure. For example, the
decentralized autonomous organiza-
tion (DAO), one of the largest crowd-
funding groups with $150 million of a
cryptocurrency called Ether, was the
victim of a $50 million theft.!* The
hacker exploited several mistakes
made in the writing of the smart con-
tracts that allowed repeated transac-
tions to be run that withdrew more
money than the fund put in. With the
incredible progress made by machine
learning, a blockchain governed by
an intelligent machine learning algo-
rithm might be able to detect the pres-
ence of attacks and automatically
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invoke the appropriate defense mech-
anisms. When the damage is unavoid-
able, the AI might at least isolate the
attacked component from the block-
chain platform, keeping the rest safe
from the attack. A similar Al can be
used to govern the blockchain, mak-
ing it more scalable and robust. For
example, when there is a spike in the
number of transactions, the AI might
be smart enough to increase the block
creation rate, which would increase
the throughput at the cost of longer
confirmation times.

Privacy and personalization

If you worry about whether the next
election will be compromised or
whether your data is safe on social net-
works, blockchain is for you. Block-
chain can give you back control over
your personal data. But it comes with
a cost. In traditional centralized set-
tings, such as Facebook, Netflix, or
YouTube, collected user information is
analyzed to personalize the content for
users. That's how you can go to Face-
book to find posts from the friends you
interact most with, or logon to Netflix
and be presented with movies that
reflect your taste. Getting back your
privacy means no one knows what
you like—so you will probably have
to scroll through many pages to find
relevant content, without the help of
automatic customization. But is there
a way to achieve both privacy and a
personalized experience?

Al comes to the rescue with a new
content selection model. A decentral-
ized content provider, for example,
a social network on blockchain, can
leverage Al on the users’ side to per-
sonalize content. A machine learning
program will run on users’ devices to
analyze their browsing behaviors and
hobbies. Relevant content to the users
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will be pulled, rather than pushed,
and displayed to users.”® Note that
the whole computation is performed
locally—no personal data ever leaves
the users’ devices. Further, sanitiza-
tion of users’ content preferences may
be performed to prevent content pro-
viders from profiling users. Thus, this
new pulling-based model providesboth
privacy and personalization at once.

The rise of the machine

Many movies have predicted a future
in which machines will rise and gov-
ern every aspect of human life. That
future, or at least a part of it, is already
here. Smart contracts, a type of lan-
guage, have been deployed on block-
chain to resolve contracts among
users, deciding who will get paid. For
now, however, smart contracts are not
so “smart” and limited to only simple
forms of contracts.

With the rapid advancement of
machine learning, AI will be capable
of refereeing more complex situations.
Users will eventually be able to resolve
on-chain (even off-chain) disputes with-
out going to a court room.'® After evi-
dence and documents are provided, Al
could perform automated arbitration
in an unbiased and tamperresistant
manner. All decisions would be data-
driven, and, thus, more consistent and
justified.

espite rapid development, both

ATl and blockchain still have a

long road ahead of them. For
Al, the most recent development is
the announcement of Google Duplex,
which can make automatic phone calls
on your behalf. It is great, until you
read that the scope of the project lim-
its the possible tasks to exactly three:
restaurant reservations, hair salon

appointments, and holiday hours.
And despite Al's recent, huge advance-
mentsinalgorithmsand the enormous
amount of computing power and data,
it just cannot keep up with the infinite
complexity of the human world. For
blockchain, the recent security inci-
dents with Etherum, ZCash, Bitcoin-
Gold, and many other cryptocurren-
cies suggest that it will be some time
until we can enjoy both secure and
scalable blockchains for real-world
applications.

On the road to the future, the com-
panionship between blockchain and
Al will provide unlimited innovations
and revolutions to our society—per-
haps ‘til death do them part.
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